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Notice

While reasonable efforts were made to ensure that the information in this
document was complete and accurate at the time of printing, Avaya Inc. can
assume no liability for any errors. Changes and corrections to the information
in this document may be incorporated in future releases.

For full support information, please see the complete document,
Avaya Support Notices for Software Documentation, document number
03-600758.

To locate this document on our Web site, simply go to
http://www.avaya.com/support and search for the document number in
the search box.

Documentation disclaimer

Avaya Inc. is not responsible for any modifications, additions, or deletions to
the original published version of this documentation unless such modifications,
additions, or deletions were performed by Avaya. Customer and/or End User
agree to indemnify and hold harmless Avaya, Avaya's agents, servants and
employees against all claims, lawsuits, demands and judgments arising out of,
or in connection with, subsequent modifications, additions or deletions to this
documentation to the extent made by the Customer or End User.

Link disclaimer

Avaya Inc. is not responsible for the contents or reliability of any linked Web
sites referenced elsewhere within this documentation, and Avaya does not
necessarily endorse the products, services, or information described or offered
within them. We cannot guarantee that these links will work all of the time and
we have no control over the availability of the linked pages.

Warranty

Avaya Inc. provides a limited warranty on this product. Refer to your sales
agreement to establish the terms of the limited warranty. In addition, Avaya’s
standard warranty language, as well as information regarding support for this
product, while under warranty, is available through the following Web site:
http://www.avaya.com/support.

Copyright

Except where expressly stated otherwise, the Product is protected by copyright
and other laws respecting proprietary rights. Unauthorized reproduction,
transfer, and or use can be a criminal, as well as a civil, offense under the
applicable law.

Avaya support

Avaya provides a telephone number for you to use to report problems or to ask
questions about your product. The support telephone number

is 1-800-242-2121 in the United States. For additional support telephone
numbers, see the Avaya Web site: http://www.avaya.com/support.
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The Authentication File System (AFS) User Guide

The AFS application is used to generate and deliver an Avaya Services authentication file for
product families other than Communication Manager. The authentication file contains
non-default passwords for Avaya services logins and Access Security Gateway (ASG) keys.
The authentication file allows Avaya Services personal secure remote access to customer’s
equipment without compromising security.

A Important:

The process for obtaining an authentication file for Communication Manager has
not changed. Continue to use the RFA application to obtain the authentication file
for Linux based Communication Manager systems.

AFS can be used to generate an authentication file for the following procedures:
e New installations
e Replacing an authentication file on an existing system
e Upgrading an existing system

Read the following information before accessing AFS:

e The AFS application is started from the same web site as RFA. While they are both
accessed from the same web site, there is no connection between the two applications.
Some products may require an AFS generated authentication file and an RFA generated
license file. This process is unlike the current process for Linux based Communication
Manager systems where both the authentication file and the license file are obtained from
RFA.

e You cannot make any changes to an authentication file. Any changes made to the content
of an authentication file renders the file unusable.

e Each authentication file contains a unique identification number known as the AFID. The
AFID is ten digits in length and starts with the number 7. Once the authentication file is
installed on a system, you will need the AFID to replace the file or to perform an upgrade.
The AFID displays:

- When you generate the authentication file: The AFID displays on the AFS screen after
the file is delivered (see Figure 4).

- In the e-mail message: When you request the authentication file via e-mail, the AFID is
listed within the body of the e-mail message (see Figure 9).

- In the name of the authentication file: The AFID is contained in the first part of the
authentication file name. For example, in the authentication file name of
AF-7000003638-060712-202431.xml, the AFID is 7000003638.

I\ CAUTION:

Unlike RFA, AFS does not provide a search functionality to find an authentication
file without the AFID. It is crucial that the AFID is noted in the customer’s records.

Issue 3.1 May 2007 5



The Authentication File System (AFS) User Guide

e When creating an authentication file in AFS, you must know the system type and the
software release. If this is an existing system you must also know the AFID.

e If you are working on installing multiple new systems with the same system type and same
software release, you can generate an authentication file for each system. It does not
matter which one of the authentication files is loaded on a particular system. However,
once the system has an authentication file, you must use the AFID associated with the
installed file to obtain another file. You cannot load an authentication file that was created
for a new system on a system that already has an installed authentication file.

e AFS generates the authentication file in an XML format. If you want to read the contents of
the authentication file you can open the file using Microsoft WordPad. You cannot use
Microsoft Word or Microsoft Notepad to open the file.

Accessing AFS

Use the following steps to access AFS:
1. Type rfa.avaya.com in your browser.
The Avaya SSO Login screen appears.
2. Login using your SSO login and password.

The AFS and RFA information home page appears as shown in Figure 1.

Figure 1: AFS and RFA information page

Welcome to the AFS and RFA Applications
AFS (Authentication File System) is an Avaya Web system that allows you to create Authentication Files for secure Avaya Global Services logins for supported non-Communication Manager Systems.

RFA (Remote Feature Activation) is an Avaya Web system that you will use to create Avaya License Files. These files will be used to activate software including features, capacities, releases and offer categories. RFA also
creates Authentication Files for secure Avaya Global Senvices logins for Communication Manager Systems

AFS Alerts

Important! - The AFS system will be available in the near future starting with a limited set of products. Additional products will be added to AFS on a scheduled basis.

Branch Gateways plans to use AFS for the the following products:
G250 Media Gateway Version 4, G350 Media Gateway Version 4, G250 Media Gateway DE Version 1 and G350 Media Gateway DE Version 1.

To view the current list of supported products and releases, click here.
Click on the button below to start the AFS Application and create an Authentication File for a supported productirelease.

[ Startthe AFS Application ]

Note:

You can obtain a list of the AFS supported product families by clicking the here
link above Start the AFS Application.

3. Click Start the AFS Application.

A security message appears.
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Creating an authentication file for a new system

4. Click | agree.

The Authentication File Delivery screen appears as shown in Figure 2. This is the main
screen for the AFS application.

Figure 2: Authentication File Delivery screen

Authentication File Delivery

To create an authentication file for a new system (no previous authentication file), click on the
New System radio button below and click on the [Subrmit] button at the bottom of the screen.

) New System

To create an authentication file for an upgrade or re-delivery for an existing system, click on the Upgrade or Re-deliver for Existing System
radio button below, enter the Authentication File 1D of the systerm and click on the [Submit] button at the bottom of the screen.

L Upgrade or Re-deliver for Existing System Authentication File 1D:

Creating an authentication file for a new system

Log into the AFS system using the steps outlined in Accessing AFS on page 6. After you start
the AFS application, use the following steps to create an authentication file for a new system:

1. On the Authentication File Delivery screen (Figure 2), click the radio button next to New
System and then click Submit.

The New System screen appears as shown in Figure 3.
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Figure 3: New System screen

Hew System

Select a product and specify the release, then download the authentication file by clicking on a download button below.

Product Release
—- select — hd — select —

To download the file via email, check to make sure the email address is comrect,

otherwize change it, then click on the button below.
To download the file to your PC, click on the button below.

Email Address: |documentation@avaya.com

| DownloadfletomyPC |

[ Download file via email ]

2. Select the product from the drop-down menu under the Product heading.
3. Select the release from the drop-down menu under the Release heading.

A file can be downloaded to your PC or sent to an e-mail address. To download the file to
your PC, see Download to your personal computer (PC) on page 14. To e-mail the file, see
Download using e-mail on page 15.

4. After the file is delivered, AFS displays delivery status as shown in example Figure 4. The
delivery status information contains the system type, the release, and the AFID.
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Creating an authentication file for file replacement

Figure 4: File generated successfully for a new system

Hew System

The Authentication File has been generated successfully.
Product Hame: BG G350 Media Gateway DE Release: 1.x
The Authentication File 1D is: 7000003664

Flease make a note of this [D. It will be needed for future upgrades and Authentication File Deliveries.

[ Create Another Authentication File ]

Copyright © 2001-2006 Avaya Inc.
Use of this site indicates you accept the Terms of Use and the Privacy Statement.

5. To create another authentication file, click Create Another Authentication File.

Creating an authentication file for file replacement

Log into the AFS system using the steps outlined in Accessing AFS on page 6. After you start
the AFS application, use the following steps to create an authentication file to replace an
existing authentication file:

1. On the Authentication File Delivery screen, click Upgrade or re-deliver for existing
system. Enter the AFID for the authentication file that is currently installed on the system
and click Submit.

The Upgrade or Re-Deliver for Existing System screen appears as shown in Figure 5.
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Figure 5: Authentication File Delivery screen for upgrade or re-deliver

Upgrade or Re-deliver for Existing System

Authentication File ID: 7000003638

To create an authentication file for the current release, select the Exisling Release radio bulton, thern click on the download button below.
To create and authentication file for a new release, select the New Release radio button, select the Release, then click on the download button belov

Product: BG G250 Media Gateway

(¥) Existing Release 4.x ) New Release

Important!

If you access the product using an Avaya Service login, it is very important that you understand how to access
the product pefore you receive an authentication File. Click here to see valuable Product Access Instructions.

User ID:

Select one of the following radio buttons below before you download the Authentication File.

() I'read and understand the Product Access Instructions
) 1 do not use Avaya Service logins

2. Click Existing release.

3. If you are accessing the product using an Avaya Services login, read the product access
instructions. After reading the instructions, click | read and understand the Product
Access Instructions.

A Important:

If you are using an Avaya services login to access an existing Avaya system, it is
important to know and understand the product access instructions associated
with installing a replacement authentication file. If you do not know the product
access instructions click the purple here link in the blue Important box. Read and
understand the instructions before proceeding. For your convenience, you can
find a copy of the product access instructions in this book at, Product access
instructions on page 17.

If you are not accessing the product with an Avaya Services login, click | do not use
Avaya Services logins.
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Creating an authentication file for an upgrade

4. Choose the method of delivery for the authentication file.

A file can be downloaded to your PC or sent to an e-mail address. To download the file to
your PC, see Download to your personal computer (PC) on page 14. To e-mail the file to an
e-mail address, see Download using e-mail on page 15.

5. After the file is delivered, AFS displays delivery status as shown in example Figure 6. The
delivery status information contains the system type, the release, and the AFID.

Figure 6: File generated successfully for existing system

Upgrade or Re-deliver for Existing System

The Authentication File has been generated successfully.
Product Hame: BG G250 Media Gateway Release: 4.x
The Authentication File IDis: 7000003538

Flease make a note of this 1D, It will be needed for future upgrades and Authentication File Deliveries.

[ Create Another Authentication File ]

Copyright @ 2001-2006 Avaya Inc.
Use of this site indicates you accept the Terms of Use and the Privacy Statement.

6. To continue creating authentication files, click Create Another Authentication File.

Creating an authentication file for an upgrade

Log into the AFS system using the steps outlined in Accessing AFS on page 6. After you start
the AFS application, use the following steps to create an authentication file for an upgrade of an

existing Avaya system:

1. On the Authentication File Delivery screen, click Upgrade or re-deliver for existing
system. Enter the AFID for the existing authentication file installed on the system and click

Submit.
The Upgrade or Re-Deliver for Existing System screen appears as shown in Figure 7.
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Figure 7: Authentication File Delivery screen for upgrade or re-deliver

Upgrade or Re-deliver for Existing System

Authentication File 1D: 7000003638

To create an authentication file for the current release, select the Existing Release radio button, then click on the download button below.
To create and authentication file for a new release, select the Mew Release radio button, select the Release, then click on the download button beloy

Product: BG G250 Media Gateway

® Existing Release 4.x O Mew Release

Important!

If you access the product using an Avava Senvice login, it is very important that you understand how to access
the product before you receive an authentication File. Click here to see valuable Praduct Access Instructions.

User ID:

Select one of the following radio buttons below before you download the Authentication File.

() I'read and understand the Product Access Instructions
() 1 do not use Avaya Service logins

2. Click New Release and select the new release from the drop-down menu.

3. If you are accessing the product using an Avaya Services login, read the product access
instructions. After reading the product access instructions, click | read and understand the
Product Access Instructions.

A Important:

If you are using an Avaya Services login to access an existing Avaya system, it is
important to know and understand the product access instructions associated
with installing a replacement authentication file. If you do not know the product
access instructions click the purple here link in the blue Important box. Read and
understand the instructions before proceeding. For your convenience, you can
find a copy of the product access instructions in this book at, Product access
instructions on page 17.

If you are not accessing the product with an Avaya Services login, click | do not use
Avaya Services logins.
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Creating an authentication file for an upgrade

4. Choose the method of delivery for the authentication file.

A file can be downloaded to your PC or sent to an e-mail address. To download the file to
your PC, see Download to your personal computer (PC) on page 14. To e-mail the file to an
e-mail address, see Download using e-mail on page 15.

5. After the file is delivered, AFS displays the delivery status as shown in the example
Figure 8. The delivery status information contains the system type, the release, and the
AFID.

Figure 8: File generated successfully for existing system

Upgrade or Re-deliver for Existing System

The Authentication File has been generated successfully.
Product Hame: BG G250 Media Gateway HRelease: 4.x
The Authentication File IDis: 7000003538

FPlease make a note of this 1D. It will be needed for future upgrades and Authentication File Deliveries.

[ Create Another Authentication File ]

Copyright © 2001-2006 Avaya Inc.
Use of this site indicates you accept the Terms of Use and the Privacy Statement.

6. To continue creating authentication files, click Create Another Authentication File.
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Delivery methods

AFS provides two methods of file delivery. You can download the authentication file directly to

your PC or you can send the file to an e-mail address. This section contains information on both
methods.

Download to your personal computer (PC)

Use the following steps to download the file to your PC:
1. Click Download to my PC.

'\ CAUTION:

A window appears during the download asking if you want to open or save the
authentication file. Do not click open. Clicking open causes an error to appear
resulting in the closing of the AFS screen. Instead of opening the file, save the file
to your PC. Once the file is on your PC you can open the file using Microsoft

WordPad.
2. Select Save from the window.
3. Select the location on your computer for the file.

A dialog box appears when the download is complete. You cannot view the file by clicking
Open in the dialog box. Click Close to complete the download.

To view the file, go to the location where the file is saved and open the file using WordPad.
I\ CAUTION:

AFS requires the AFID when you create a new authentication file for the system

(replacement or upgrade). It is important that you, or the system administrator,
keep a record of the AFID for future reference.
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Delivery methods

Download using e-mail

Perform the following step to deliver the file using e-mail:

1. The E-mail Address box contains the e-mail address associated with your SSO login.
Check the e-mail address listed in the E-mail Address box. If you want the file to go to this
e-mail address, click Download file via email. If you want the file to go to another e-mail

address, type the new e-mail address in the address box and click, Download file via
email.

The e-mail sent by AFS contains the authentication file, the AFID, the system type, and
the release. See Figure 9 for an example of an e-mail sent by AFS.

Figure 9: Authentication file e-mail

From: AFS [afsnoreply @avaya.com]
Tos
Ce:

Subject:  Authentication file for BG G250 Media Gateway
Attachments: ] AF_7000003638-060712-202431. xml (1 KE)

Attached is the requested authentication file for:

Zunthentication File ID: 7000003638
Product: BG G250 Media Gateway
Eelease: 4.x

Additional details on this authentication file can be viewed by opening the authentication file
using a text editor program such as Microscoft WordPad.
your text editor.
become un-useable.

Please do not associate XML files to
Lny changes made to the file content will invalidate the file and it will

CAUTION -- If wyou access the product with an Authentication File managed ID: Be sure to have the
current pasaword or ASG key before downloading a2 new Authentication file. You must use the
current password or ASG key to access the product to load yvour new authentication file.

Pleaze refer to your Product Installation documentation for specific authentication file
installation instructions.

'\ CAUTION:

AFS requires the AFID when you create a new authentication file for the system

(replacement or upgrade). It is important that you, or the system administrator,
keep a record of the AFID for future reference.
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AFS Help

There may be times when you need help with AFS or with an authentication file. The
organization that you call for help depends on the type of problem you are experiencing. Table 1
shows examples of the types of problems for which each Helpdesk provides support.

Table 1: Who to call for support

Organization What they support

The IT Helpdesk e The AFS application, such as:
- SSO logins and passwords

- AFS navigational support such as
screens, error messages, and so on

e Downloading the authentication file

The Avaya Services Helpdesk | Problems with the authentication file such as:
e Getting the authentication file loaded onto
the Avaya product including reading the
error messages and providing solutions

A Important:

If you are having trouble with the AFS application call the IT Helpdesk. If you
need help installing an authentication file, or if you are having trouble with an
authentication file that is already installed, call the Avaya Services Helpdesk.

Table 2 shows the Helpdesk group to contact and the Helpdesk’s contact information for AFS
application support.

Table 2: IT Helpdesk information

Groups Contact
e United States and Canada e For urgent matters call 866-282-2948 or
Avaya associates (303)354-8999.
e Members of one of the e For less urgent matters with an expected 48
Variable Workforce Groups hour (or more) response time send an e-mail
e Avaya Contractors message to userdvservices@avaya.com.
e Avaya BusinessParters

e All international callers e No language support: 866-282-9248 or
(303)345-8999

e Language support: Contact your regional
support center. Support center contact
information see http://support.avaya.com/
japple/css/
japple?PAGE=avaya.css.OpenPageé&temp.te
mplate.name=Escalations _Global
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Product access instructions

Product access instructions

If you are accessing the system with an Avaya Services login, you must read and understand
the product access instructions before replacing an authentication file on an existing Avaya
system. The instructions can be found on the AFS web site when you are generating an
authentication file for replacement or for an upgrade. The product access instructions are listed
here for your convenience.

If you access the product with an ASG-protected Avaya Services login and this authentication
file contains new ASG keys, please note the following options:

e If using ASG Site Manager to obtain the ASG challenge/response: Be sure to load the new
ASG keys into the Site Manager tool to allow access to the product after this authentication
file is installed. Once Site Manager has the new ASG keys:

- Use the previous ASG key prior to the installation of this authentication file.

- Use the current ASG key after the installation of this authentication file.

A Important:

While connected to the Avaya network, download both the current key values
and the previous key values. It is important to download both key values before
going on-site. Once you are on-site you will not be able to access the previous
key values.

e If you access the product with an ASG-protected Avaya Services login and this
authentication file contains existing ASG keys:

- Use the current ASG key before and after the installation of this authentication file.
e If you access the product with the password-protected craft login:

- Be sure to obtain both the current and previous craft passwords after this authentication
file is generated.

- Use the previous password for local craft access prior to the installation of this
authentication file.

- Use the current password for local craft access after the installation of this authentication
file.
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Appendix A: AFS training slides

Appendix A contains training slides that step you through the following processes:
e Logging into AFS

e Creating an authentication file for a new install, an upgrade, or a re-delivery of an
authentication file

e Delivering an authentication file

Figure 10: SSO single sign-on

B T AVAYA

SSO Single Sign-on

Dok QD x] [F D Osewh Jrrvomes @ 2- - JEH RO B
Address .I] hittps:/ /ss00l.avayacom/ Avayal ogin. jsp? TYPE = 335544 338 EALMD ID =06~ IA06FM0C ¢ SO6- (0 h- (k00
Coogle - w [ search - g0 % check - . ook At e options %

AVAYA
e

= Avaya S50 Login

Walcome to Avayal To access
password protected Applications,
enter your login and password. If
you are not registared, please dick
on the Register Now link.

Login Assistance

LS. Misadiates
Login ID: S 1-BEE-AVAYA-IT (= 1-Bef-2R2-9240)

of +1-303-334-8959
| IMTL Assariates
If calling from an Avaya Office
Password: 0% (outside line prafind chen "1234°,
P I calling frem an snvarnal, nen-Avaya lecation:
Avaya Employees EMEA +d4-14E3- 309800,
To log in, use your NT login and
password, Please note you do not
meed to register.

Canada, APAC and CALA +1-T720-444-0130
U5/ Camada Busimess Pariness Tusbemers
#1-BEE6-AVAYA-IT (#1-BEE&-2B2-9248)
EMEA Bustness Partners
*31-TO-414-B023 (prompe 4, 1)
EMEA Tusbemers
#44-1483-309800

P artmeers

*Sd-fi-4114-49017

Brazil Business Partners, Tostoneers
+55-11-5185-6700

Colombis Business Partmers, [ustomens
*57-1-592-2805

Fenice Business Partmers, Tustomers
+52-55-5278-T654

APAL Busimess Partness Tustemers.
+&5-68T72-8T0D

Issue 3.1 May 2007
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Figure 11: AFS and RFA Information page

- —— AVAYA

Authentication File System

Hedlo | Logpoant
AVAyA Please click han 10 adit your business card inforrmation.

Welcome to the AFS and RFA Applications

AFS {Rutheutication File System) is an Avaya Web system that allows you fo creade Authentication Files for secure frayva Global Senices logins for supported non-Communication
Manager Syslems

RFA (Remote Feature Activition) is an Avaya Web system thal you will vse to creale Avaya License Files. Thase files will be used 1o aclivate software including features,
capacities, releases and offer calegories. RFA also crasles Auvthentication Files for secure Avaya Global Serices logins for Communication Manager Syslems.

AFS Aleris

ot - The AFS system will be aeailable i the near future starting with a limited set of products. Additional products will be
adkiled to AFS on a scheduled basis.

Branch Gateways plans to use AFS for the the following products:
G250 Media Gateway Version 4, G350 Meidia Gateway Version 4, G250 Media Gateway DE Version 1 and G350 Media Gateway DE
Version 1.

To view tha current 1ist of supponed producls and releases, dick fiere.
Click on the bulton below 1o star the AFS Application and create an Authentication File for 3 suppored productirelease.

[ Startthe AFS Applicstion |
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Figure 12: Main AFS screen

i —— AVAYA

Authentication File Delivery

3 Avaya - Authentication File System - Mi

AVAYA

Hello | Logout

Authentication File System
Exit AFS

Autheantication File Delivery

To craate an suthentic slion ke for & new Syskam (R0 Previous suthentication fig), click on the
Mew Systom radio BUtion Helow and ciick on the [SUbmi Bution at the Holtom of the scrsen.

(' New Systeimn

To cregle an authentication file for an wngrade or re-delivery for an exisling system, click on the Upgrade or Re-deliver for Existing System
radio bulion beiow, enter the Authentication File 1D of the system and chick on the [Submil] bullon &t the bollom of the screen

) Upgrade or Re-deliver for Existing System Burthentic ation File ID:
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Figure 13: Selecting the product type

B — AVAYA

Authentication File Delivery (cont)

on File System - Microsoft Internet Explorer

Hello

Authentication File 5
AVAYA uthentication File g:;r::g

Hew System

Select @ product end apec] gse, then download the authentication fife by ciicking on & download button below:

Praduct Release
BG G250 Media Gateway - — zelect - w

BG G250 Madia Gataway
BG G250 Media Gateway DE
BG G350 Media Galeway file via email check to make sure the email acddress ia comect
BG G350 Media Gateway DE  hemwize change & then click on the hutton below,
To downkoad the fike fo your PC, click on BG TGMSSD Media Gateway
Test 1

- rosalynclark@avaya com
|  Download file to my PC |Tast 2 boss: {000l D Siey

[ Download file via email |

22 Authentication File System (AFS) User Guide



Figure 14: Selecting the product release

ESEE AVAYA

Authentication File Delivery (cont)

a Avaya - Authentication File System - Microsoft Internet Explorer x

Hello | Logout

Authentication File Syst
AVAYA uthentication File System

Deliver an Authentication File

Hew System

Selact a product and specily the releass, then download the awthentication file by clicking on a download

Product Releass
| BG G250 Media Gateway A = galect - A8
4.
5.%

To downioad the file vie emall, check fo make sure the emall sooress s correct,

ctharwiaa change I, than click on the Dilton Delow.
To downioad the ke o your PC, click on the Dulton Daiow,

ln:lsnl ncla avaya com
| Download file to my PC | Emall Adaress ynclak@avay

|  Download file via email |
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Figure 15: Selecting the delivery method

B a— AVAYA

Authentication File Delivery (cont)

2 Avaya - Authenticalion File System - Microsoft Internel Explorer
Hallo | Leegpa
AVAYA Authentication File System
Exit AFS

Deliver an Authentication File

Hew Systeim

Select 2 product and speciy the refeass, then download the suthentic abon file by clicking on 2 downdoed bulfon below.

. Product  Release
[BG G250 Media Gateway v | XN ~|

To downioad the Mg via email check 1o make suve the emall godreas Is correct,
ORErwIss Change it, then click on the BUBon bakow,
Tio ciowmioad the file to your PC, click on the DURlon Dekow,

Email Address: jmsa lynclarki@avaya. com

| Download file to my PC |

a

Download file via email |
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Figure 16: Delivery status and authentication file information

B aa— AVAYA

Authentication File Delivery (cont)

[ , :
A Avaya - Authentication File System - Microsoft Internetl Explorer

AVAYA

Deliver an Authentication File

Hew Systein

The Authentication File has been generaled successiully.

Product Hare: BG G250 Media Gateway  Release: 4.x
The Authentication File 1D is: 7000003656

Please make a note ofthis 1D, Itwill be needed for future upgrades and Authentication Fi

Create Another Authentication File 1
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Figure 17: E-mail delivery

i — AVAYA
AF Delivered file by email

L
Subject: | Authentication file for BG G250 Media Gateway
Attach... [ AF_7000003656-D60713-2 10543, (2 KE) (14 Attachment Gptions. .

Attached is the requested authentication file for: |

Authentication File 1D: 7000003656
Product: BG G250 Media Gateway
Release: 4.x

Additional details on this authentication file can be viewed by opening the authentication
XML files to your text editor. Any changes made to the file content will invalidate the file
and it will become un-useable.

CAUTION -- If you access the product with an Authentication File managed ID:

Be sure to have the current password or ASG key before downloading a new
Authentication file.

You must use the current password or ASG key to access the product to load your new
authentication file.

Please refer to your Product Installation documentation for specific authentication file
installation instructions.

Al
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Figure 18: Upgrade/re-delivery

i —— AVAYA
Authentication File Delivery (upgrade/re-delivery)

3 Avaya - Authentication File System - Microsoft Internet Explorer

AVAYA

Deliver an Authentication File

Buthentication File Delpvery

l To creale an authentication file for 2 new system (NO previous authents
New Syslem radio bulion befow and click on the [Submil] bulion &t

O New System

To create an authentication file for an upgrade or re-celiveny for an exisiing ek on the Ungrade or Re-celiver for Exiating Syatem
radho budton below, enter the Authentication Fiie 10 of the sysle ick on the [Submi button &t the bolforn of the acreen.

Authermication File l:l:'

@ Upgrade or Re-deliver for Existing System
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Figure 19: Upgrade/re-delivery - entering the AFID

i ——— AVAYA

Authentication File Delivery (upgrade/re-delivery)

| £ | Avaya - Authentication File System - Microsofl Internet Explorer E||E|E|
Helio | Logout
AVAVA Authentication File System
Exit AFS

Deliver an Authentication File

Ruthentication File Delivery

To creale an awthenlication fife fr @ new Syskem (NO Previous
New System radio bution below and click on the [Submilf

) New System

Tocreale an authentication file for an upgrade o re-deliveny for an existing syslem, ¢
radio bulton below, ender the Authentication File 10 of the system and ciick on the [Submilf butor fforn of the screen,

(S Upgrade or Re-deliver Tor Existing System Authentication File ID: | 7000003656
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Figure 20: Re-delivery screen

AVAYA

e JAuthentication
ile Delivery

re-delivery)

B, M CHRCR O Mt commicurd Blion Beiow:
e i asen, Bl CICK 0 Ml w0 A0 e

Froduct: BG G50 Meda Gaieway

(& Exiulig Relaase 4 [ T

T commicubed Mo [k vig el (K K riglog "
offwrmee change £ Ben cick on dhe Dullon ek
T chomemicaa e S Ao yoonar B2, £ cun e Buion: Deiow:

T oad e 15 3 Ermval Actreny | rob By ACLirkiaviy s (9
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Figure 21: Upgrade screen

T Ee—— AVAYA

Tiv i rabaeh 0 bl et il KOV BN CLIMO AN Foliiedd, e | B sl Rk Fircw DUON, [ CIKE O 1 SOowmiid by
To creake and authentic stion file fov 3 new reisase, seisct ihe Wew Fedesse racio bulion sedsct D Redsass, ihen clck on the

T chpmmiciad I B B0 ot P, CICH 0 [T EiBicnh Depilonst

[__Doweitead file to my PC__ | ey
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Figure 22: Product Access Instructions

. ——— S AVAYA

AFS -- Product Access instructions

3 Product Access Instructions - Microseft Internet Explorer

Product Access Instructions

CAUTION -. If this Authentication File is for an existing system and if you access the product with an Avaya
Semvices login controlled by the Authentication File, please note the following scenarios:

& H you access the product with an ASG-protecied Avaya Services login and this Authentication File contains
new ASG keys, please note these options:
o Ifusing ASG Mobile or Conwversant System to obtain the ASG challengefresponse
= Use the previoys ASG key pror to the installation of this Authentication File
®  Uze the curent ASG key after the installation of this Authentication File,
o Kfusing ASG Site Manager to obtain the ASG challenge/response:
* Be sure to load the new ASG keys info the Site Manager tool to allow access to the product after this
Authentication File is installed.
= Once Site Managar has the new ASG keys:
= Use the previous ASG kay prior to the installation of this Authentication File.
= Use tha currant ASG key afler the installation of thiz Authentication Fila.

o If you access the product with an ASG-protected Avaya Services login and this Authentication File
contains existing ASG keys:
o Use the current ASG key before and after the installstion of this Authentication File

s i you access the product with the password-protected crafi login:
o Be sure to obtain both the curent and previous craft passwords after this Authentication File is generated
o Use the previous password for local crafl access prior to the installation of this Authentication File
o Use the current password for local craft access afler the installation of this Authentication File,
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Figure 23: File delivery to a PC

AVAYA

Authentication File Delivery via file download.

2 Avaya - Aulhentication File System - Microsoft Internel Explorer

Hello

AVAVA Authentication File System

| Logowt

Exit AFS

Upgnae of Redelhver Tor Existing System

The Authentication File has been generated successfully.
Product Naame: B0 G250 Media Gatewsy Releasa: 4
Thve Muthentic ation File I is: 7000003658

Plaase m ote of thiz ID. #twill be needad for future upgrades and Authantication File Delivaries.

Create Another Authentication File

Uge of th] Do pou want to open o save thiz lie? et
@ Meme  AF-TOODODIGSE-060T13-21 1352 30ml
Teps XML Documsent

From  srfaawayacom

[ open ][ seve | [ __canca |

‘il fibs from the Intamast can be useful, some files can potantiall
@ harm your computer, I you do not bust the source., do not open or
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Figure 24: Viewing the file using WordPad

i AVAYA

Authentication File internals

Shown below is the various AFS file items that are viewable in WordPad.

It is worth noting that filename itself contains some important
information. The AF ID,|Jand Creation date information.

B AF-7000003656-060713-211352.xml - WordPad
File Edit Yiew Insert Format Help

Ded SR M @ T8 R

k?xml version="1.0" encoding="UTF-G" standalone="no"7?>
< | DOCTYPE AuthenticationFile SYSTEM "afs.dcd™>
<hAuthenticetionFile:>
<Header>
<AFID>7000003656</ AFID>
<Product>BG G250 Mediam Gateway</Product:>
<Release>4.x</Release>
<Genbate>2006/07/ 13/ Genbatex
<GenTime>21:13:52 GMT</GenTime>
<AFSRequestType>Existing System, Same Release</AFSRequestType>
<hSGKey>Exizting</ ASGKey>
<Password>Neu</FPassword»
<AF3RequescID:>33</ AFSRequest D
</Header>
<huthlata>cl9bdias9492bb31611004131546091035a7311d87ic0c4IBaaSeiibdSact42dalaTB60Ed3686BdE6£cd4

Signature>4f3d207aba709bieeZ 45412 69ab8b1367093332849edaZ8b0 1 #0al 62003bd3ZbZadaBdioZbi 1541 7Thi Ve
fhuthenticationFile>

_/
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